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1. Introductionto Acunetix Web Vulneability Scanner

Why You Need To Secure Your Web Applications

Website security is possibly today's most overlooked aspect of securirentagprise and should be a

priority in any organization.

Increasingly, hackers are concentrating their efforts onavabed applicationg shopping cds, forms,

login pages, dynamic content, etc. Accessible 24/7 from anywhere in the world, insecure web

applications provide easy access to backend corporate databases and also allow hackers to perform
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its owner liable for these unlawful acts.

Hackers already have a wide repertoire of attaitka theyregularlylaunch against organizations

including SQL Injection, Cross Site Scripting, Directory Traversal Attacks, Parameter Man{pulgtion

URL, Cookie, HTTP head®rsb forms), Authentication Attacks, Directory Enumeration and other
explots. Moreover, he hacker community is very cle&ait; newly discovereaveb application

intrusions are posted on a number of forums and websites known only to members of that exclusive

group.These are called Zero Day expldrestings are updated dailyd are used to propagate and
facilitate further hacking.

Web applicationg shoppingcarts, forms, login pages, dynamic content, and other bespoke applications

¢ are designed to allow your website visitors to retrieve and submit dynamic content incluahyigy
levels of personal and sensitive data.

If these web applications are not secure, then your entire database of sensitive informatiaeirsoais
risk.

A Gartner Group study reveals that 75%ybferattacks are done at the web application level.

Why does this happen?

Websites and web applicatiosse easilyavailablevia the internet24 hours a day, 7 days a
week to customers, employees, suppliers dnerefore also hackers

Firewalls and SSL provide no protection against web application lgaskimply because
access to the website has to be made public.

Web applications often have direct access to backend data such as customer databases.

Most web applications are customade and, therefore, involve a lesser degree of testing
than off-the-shdf software. Consequently, custom applications are more susceptible to
attack.

Various higkprofile hacking attacks have proven that web application security remains the
most critical. If your web applications are compromised, hackers will have conagletss

to your backend data even though your firewall is configured correctly and your operating
system and applications are patched repeatedly.




Network securitydefenseprovides no protection against web application attacks since these are
launched on prt 80 (default for websites) which has to remain open to allow regular operation of the
business.

For the most comprehensive security strategy, it is therefore imperative that you regularly and
consistently audit your web applications for exploitablenanhbilities.

The need for automated web application security scanning

Manual vulnerability auditing of all your web applications is complex and-tiomsuming. It also

demands a lgh-level of expertise and the ability to keep track of considerable volumes of code and of
£t GKS fF4GSad GNROla 2F GKS KI Ol SNRa WiNrRSQo
Automated vulnerability scanning allows you to focus on the more challenging issue of securing your
web applicationgrom any exploitable vulnerability that jeopardizes your data.

AcunetixWeb Vulnerability Scanner

AcunetixWeb Vulnerability Scanner (WMSan automated web application security testing tool that
audits your web applications by checking for vulnerabiliilessSQL Injectios) Cross site sctiipg and
other exploitable hacking vulnerabilities. In genefadunetixXWVSscans any website or web application
that is accessible via a web browser arsés theHTTP/HTTRSotocol.

Besides automatically scanning ploitablevulnerabilities, WVS ddfs a strong and unigue solution
for analyzingff-the-shelf and customveb applications including those relying dient scriptssuch as
JavaScriptAJAXand Web 2.0 welapplications.

AcunetixXWVSis suitable for any small, medium sized and large orgdinizs with intranets, extranets,
and websites aimed at exchanging and/or delivering information with/to customers, vendors,
employees and other stakeholders.

How AcunetixXWVS Works
Acunetix WVS works in the following manner:

1. TheQawleranalyzeghe entire website by following all thenks on the site and in the
robots.txt file and sitemap.xml (if available). WVS will then map out the website structure and
display detailed information about every file. If AcunéiibuSensor Technolodgg/enabled, the
sensor will retrieve a listing of dle files present in the web application directory and add the
files not found by the crawler to the crawler output. Such files usually are not discovered by the
crawler as they are not accessible from the web server, or not linked through the webait®
analysedidden application files, such agb.config

2. After the crawling process, WVS automatically launches a series of vulnerability attacks on each
page found, in essence emulating a hacker. Also, felysesach page for places where it
can irput data, and subsequently attempts all the different input combinations. This is the
Automated Scan Stage. If tAeuSensor Technolodgg/enabled, a series afiditional
vulnerability checks are launched against the webditere information aboutAcuSensr is
provided in the following section




3. During the scan process, a port scan is also launched against the web server hosting the website.
If open ports are found, Acunetix WVS will perform a range of network security checks against
the network service runing on that port.

4. ' & @dzf ySNI oAt AGASE || NB TF2dzy R ! Odzy SGAE 2 £
information about the vulnerability such as POST variable name, affected item, http response of
the server and more. lcuSensor Technalgis used details such as source code line, stack
trace, SQL query which lead to the vulnerability are listed. Recommendations on how to fix the
vulnerability are alsshown
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ports contains information such as the banner returned from the port and if a security test
failed.

6. After a scan has been completed, it can be saved to file for later analysis and for comparison to
previous scans. Using the Acunetix repodeprofessional report can be created summarizing
the scan.

Acunetix AcuSensor Technology
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Web Application Scanner, whilst generating less false positives. In addition, it indicates exactly where in
your code the vulnerability is and reports debug information.

[2) Acunetix Web Vulnerability Scanner (Consuitant Edition) ~1ol x|

Be 2|l e | B B |2 | [
B ) 05| | @ o3| i report | D | starture: it testohp. vurmeb. com:soy | profie: [pefouit | B st
Soan A [ Statu: Vulnerability details =l
Thread 1 ( http://testphp.vuinweb. com:80/)
- illy Wb Alerts (114 Souree fle: variwwwivhosts/defaulthtdocs/artists.php
@ Apache Mod_Rewrite Off-By-One Buffer Overflow V. Additional details:

SQL query: SELECT + FROM artists WHERE arcist id=IACUSTRRT\'\"NuKLSACUEND
"mysql_query” vas called
The impact of this vuinerabiiity

An attacker may execute arbitrary SGL statements on the vulnerable system. This may compromise
the integrity of your database andlor expos e sensitive information.

Depending on the back-end database in use, SOL injection vulnerabilt
Key_Or_Index vulnerabilty (1) datalsystem access forthe attacker. It may be passible ta notonly manipulate existing queries, but to
@ QL njection (45) () UNION in arbitrary data, use subselects, or append additional queries. In some cases, it may be
& [ Jartstsohe (1) possible toread in or write autto files, o ta execute shell commands on the underhing operating

= @ artist{) system

bilties lead to varying levels of

Certain SQL Servers such as MicrosoRt SQL Sewver contain stored and extended procedures
(database server functions). If an attacker can obtain access to hese procedures it may be possible
to compromise the entire machine

Attack details

URL encoded GET input artist was setto TACUSTART "NwKLSACUEND

2 ViewHTTP headers

Request

phpoareist=1ACUSTARTS 27$22MWHLGACUEND HTTR/1.1
082119¢" 1 £z

flate
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT €.0)
Accept: #/*

|Octobe
|Octobe 16:22. 1
|October 19 16:22. 11, Fiush fiie buffers. j
Application Log [Error Log
Ready [ [ 4

Screenshot - Aausensompin-points vulnerabitiesin code

The increased accuracy is achieved by combining black box scanning techniques with feedback from
sensors placed inside the source code while the source code is executed. Black box scanning does not
know how the application reacts and soummadeanalysersio not understand how the application will
behave while it is being attackeldcuSensotechnologycombiresthese techniques togethdo achieve
significantly betteresults than using source codealysersand black box scanning independign




The AcuSensor Technology does not require .NET source code; it can be injected in already compiled
®b9¢ LI AOIGA2YAH ¢Kdza GKSNB Aa y2 ySSR G2 Ayadl
code, which is a big advantage when using a tbady .NET application. In case of PHP web

applications, the source is already available.

To date, Acunetix is the only Web Vulnerability Scanner to implement this technology.

Advantages of usinghcuSensor Technology

Ability to provide more information about the vulnerability, such as source code line
number, stack trace, affected SQL query.

Allows you to locate and fix the vulnerability faster because of the ability to provide more
information about the vulnerability, such as source code line number, stack trace, affected
SQL query, etc.

Significantly reduces false positives when scanning a website because it understands the
behavor of the web application better.

Can alert you of wehpplication confiqyration problems which could result in a vulnerable
FLILJX AOFGA2y 2NJ SELI2AS aSyairildAagdsS AyTF2NXIiA2yd 90
could expose sensitive application details to a malicious user.

It can advise you how toetter secure your web application and web server settings, e.g. if
write access is enabled on the web server.

Detects many more SQL injection vulnerabilities. Previously SQL injection vulnerabilities
could only be found if database errors were reportedriar other common techniques.

Ability to detect SQL Injection vulnerabilities in all SQL statements, including in SQL INSERT
statements. With a black box scanner such SQL injection vulnerabilities cannot be found.

Ability to know about all the files preseand accessible through the web server. If an

attacker will gain access to the website and create a backdoor file in the application
directory, the file will be found and scanned when using the AcuSensor Technology and you
will be alerted.

AcuSensor Teclafogy is able to intercept all web application inputs and build a
comprehensive list with all possible inputs in the website and test them.

No need to write URL rewrite rules when scanning web applications which use search
SYy3aAayS TNR Sy RAéuSensorTekndlogy theAsgadnerisktSe to rewrite SEO
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Ability totest for arbitrary file creatiorand deletion vulnerabilities. E.g. Through a
vulnerable script a malicious user can create a file in the web application directory and
execute it to have privileged access, or delete sensitive web application files.

Ability to test for email injection. E.g. A malicious user may append additional information
such as a list or recipients or additional information to the message body to arablee
web form, to spam a large number of recipients anonymously.

Ability to test for file upload forms vulnerabilities. E.g. A malicious user can bypass file
upload form validation checks and upload a malicious file and execute it.




Unlike other vulnerabilities reported in typical scans, a vulnerability reported by the

AcuSensor Technology contains much more detailed information. It can contain details such

as source code line number, POST variable value, stack tfeemted SQL query etc. A
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Acunetix WV3rogram Overview

The following pages briefly explain the main WVS tools and features:

2| m acunetix

Acunetix Web Vulnerability Scanner

Screensho? - Acunetix Web Vulnekality Scanner

Web Scaner

The Web Scanndaiunches an automatic security audit of a website. A website security scan typically
consists of two pases:

1. Crawlingg the Gawler automatically cravgland analyzethe website and then builsla site
structure.

2. Scanning; Acunetix WVS launches a seriesveb vulnerability checkagainst the website or
web applicatiorg in effect, emulating a hacker.

Theresults of a scan are displayedtiie Alert Node treeand include comprehensiwetails on all the
vulnerabilities found within the website.

AauSensor Technologigent

Acunetix AcuSensor Technology is a unique technology that allows you to identify more vulnerabilities
than a traditional black box web security scanrgerd is designed to further reduce the detectioh o

false positivesAdditionally, it also indicates the code where the vulnerability was folihésincreased
accuracy is achieved by combining black box scanning techniques with dynamic code analysis whilst the
source code is being executdebr AcunetixAcuSensoto work, anagentmust be installesbn your

websiteto enable communication betweeficunetixWeb Vulnerability Scannand AcuSensor

Port Scanner and Network Alerts

The Port Scanner and network alerts give you the optioretdopm a port scan against the web serve
hostingthe scanned websiteWhen open ports are found, Acunetix WVS will perform nekwevel
security checks against tletwork service running on that port, such as DNS ORecursiontests,




badly configured proxy server tests, weak SNMP community stangismany other network level
securitychecks.

You can also write your own netwoskrvices security checkising the script enginéA sripting
reference is availabligom the following URLhttp://www.acunetix.com/vulnerability-
scanner/scriptingreference/index.html.

Target Finder

The Target Finder is a port scantieat allows youo locate web servex(port 80, 443)within a given
range of IP addresses. If a web server is found, the scanner will also display the response header of the
server and the web server softwar€he port numbers to scan are configurable.

Subdomain Scanner

Using various techniques and guessing of commondsuhain namesthe Subdomain scanner allows
fast andeasy identification of activeud domainsin a DNS zoné'he Subdomain Scanner can be
O2y FAIdzNBR (2 dza Soraésér spedifibdbSei Qa 5b{ & SNIISNJ

Blind SQL Injector

Ideal for penetratio testers, the Blind SQL injector is an automated dasatdata extraction tool with
which you can makmanual tests to furtheanalyze reportedsQL injectionsThe tool isalso able to
enumerate databases, tables, dump data and also read specific fikbe dile system of the web server
if an exploitable SQL injection is discovered

HTTP Editor

TheHTTP Editaallows you to create custom HTTP requests and débUDP requests and responses. It
Ffa2 AyOftdzZRSa Iy SyO2RAy3 YR RSO2RAyYy3 dz22f G2 Sy
formats and many other formats.

HTTP Sniffer

The HTTP Sniffacts as a proxy and allows you tapture, examineand modifyHTTRraffic between an
HTTP client and a web serv¥ou can also enable, add or edit trapséapturetraffic before it is sent to
the web server or back to the web client. This tisalsefulto:

Analyzehow Session IDs are stored and how inputs are sent to the server.
Alter any HTP requestbeing sent back to the server befaiteey get sent.

Manual crawling; avigate through parts of the website which cannot be crawled
automatically andimport the resultsnto the scanneto include them in tle automated
scan

Forhttp requeststo pass throughAcunetix WVSAcunetix WV #ust be configuredsa proxy in your
web browser. You can read more abothiel ¢ ¢t { YA T FSNJ | jiRhagtell @fdhisO2 y F A 3 dzNJ |
manual.

HTTP Fuzzer

The HTTP Fuzzenablesyouto launch a series abphisticatedfuzzing tests t@uditthe web R
FLILX AOFGA2YyQa KIYyRtAYy3 27F.TheFddzdr dsA allbwburo edgfyS E LISOG SR
create input rules fofurther testing inAcunetix WVS
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An example would behe followingURL
http://testphp.acunetix.com/listpoducts.php?cat=1

Using theHTTP Fuzzgou @n create a rulghat would automaticallyreplace the last part of the UREM Q
with numbers between 1 anfl99. Only vadl results will be reported This degree of automation allows
you to quickly test the results of a 1000 queries without having to perform them one by one.

Authentication Tester

With the AuthenticationTesteryou can perform a dictionary attack against login pagesuse both

HTTP (NTLM v1, NTLM v2, digest) or form based authentication. This tool uses two predefined text files
(dictionaries) contaimga list of common usernames and passwords. You can add your own
combinations to these text files.

Web Services Scanner

The Web Services Scanner allows gmlaunch automated vulnerability scans against WSDL based Web
Services.

Web Services Editor

The Web Services Editor allows you to import an onlineeal ld/SDL for custom editing and execution

of various web service operations over different port types for an in depth deaf$VSDL requests

and responses. The editor also features syntax highlighting for all languages to easily edit SOAP headers
and cistomize your own manual attacks.

WVS Scripting toadnd Acunetix SDK

[]

= P DRSO acunetistdocumentsimanuals' ‘ersion Phsample scripshbasi seript
I 2 @ M A smanual\ DK Wersion Phsampl “basic3 S
! 7 var targetUrl = new TURL(zcanURL.url) : - & sspectData
8 B AspectDataltem
9 get current scheme @ HTMLForm
10 var scheme = getCurrentScheme() ; @ HTMLFarmlnput
bl
& HTMLOuery
12 // a scheme can have multiple inputs @ HTMLToken
12 i<scheme.inputCount; i++) 1 & HTMLT akenizer
= i . o 1 & HTTPIch
Eac..r_..lr:mt can have multiple Jé__ét_c..a ) % HTTPMessage :
16 var variations = scheme.selectVariationsForInput(i):
- s & HTTPworker
17 for (var j=0; j < variations.count; j++)
B g g @& Injsctionvalidator
19 // load variation @ InpuiSeheme
20 scheme.loadVariation {variations.item(3)): B KBaseltem
21 // set input value to our payload <XSS» & Link
22 scheme.setInputValue (i, '<XS5»'): g List
23 MetaTag
24 // create a HTTP Job (request) @& ObjectFactories
25 wvar job = new THITBJob() ; & ParserData
26 & Repotltem
27 f// set the job URL to targetlUrl & script
28 job.url = targetUrl: T @ SedptContst
! 0 i & Search
& & & Serverlnto -
Message Jobs  State Script
1 Seript sxecution snor. No cutent input scheme swailable for curent context. In "M Yacunelix\documents s @1 WAITING -
@ MNetwork script "basicSS. script” finished in 28 ms. Request count: 0. U0 WAITING L
@0 WATING 3
@0 WATING
U0 WATING
G0 WAITING
1o0%
o funning scipts .
Ready

Screensho8 ¢ WVSScripting tool

The WVS Scripting tool allows you to create new custom web vulnerability ciiéelse checks must be
written in JavaScripand require installation of the SDKou can read more about writing custom web
security checks from the followingRIL:http://www.acunetix.com/blog/docs/creating-vulnerability-checks/.
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You can downloathe scriptingSDKrom:
http://lwww.acunetix.com/download/tools/Acunetix_SDK.zip

Reporter

TheReporterallows you to generate reports of scan results in a printable format. Various report
templates are available, including summary, detailed reports and compliance reporting. The Consultant
Version of the WVS allows customization of theegated report.

Scan of Wip 192,168,020 [

Screenshot - Typical WVS Report including Chart of alerts

New to Version 8 ofAcunetix WVS
New test method manipulation of input parameters from URLS
AutomaticllS 7 rewrite rule intergtation
Support for custom HTTP headers
Imperva Web Application Firewall integration
Detection of new vulnerability class: HTTP Parameter Pollution
Support for multiple instances of Acunetix WVS on the same workstation

Web-based scheduler for easy acce$saan results on any workstation, laptop, or
smartphone

Automatic custom 404 error page recognition and detection
Scan Settings Templates
Simplified Scan Wizard

Smart memory management options



http://www.acunetix.com/download/tools/Acunetix_SDK.zip

Realtime Crawler status update
Scan termination status incled in report
Web application coverage report

Log file retention settings

Acunetix trainingand Support

Acunetix publishes a number of web securitRan! Odzy SGAE WK2¢ (2Q G§SOKyAO!l
Acunetix Web Application Security Blbgp://www.acunetix.com/blog.

. 2dz OFy ftaz2 FAYR | ydzYoSNJ 2F &dzLJLR NI NBflFGSR R20
page; http://www.acunetix.com/support.

Licensng Acunetix

AcunetixWeb Vulnerability Scanner (WVS) is availabldditions: Small Business, Enterprise
Enterprise x10 instance€pnsultantand Consultant x10 instance&drdering and pricing information can
be found here:

http:/www.acunetix.com/ordering/pricing.htm

Perpetual or Time Based Licenses

Acunetix WV E&nterprise and Consultant editions aeld as ane-year or perpetual licensélhel-year
license expiresfter 1 year from the date of activation. The perpetual license does not exfie Small
Business usion is available as a perpetual license only.

If you purchase the perpetual license, you must buy a maintenance agreement to get free support and
upgrades beyond the first month after purchase. The maintenagceement entitles you to free
version upgrdes and support for the duration of the agreement.

Free support and version upgrades are includiethe price of the dyear license.

Small Business Edition 1 Site/Server

The Small Business edition license allows tgpoinstall one copy of Acunetix WVS on one computer, and
scan one nominated site; this site must be owned by yourself (or your company) and not by third
parties. Acunetix Small Business edition will leave a trail in the log files of the scanned sdrver an
scanning of third party sites is prohibitbg the licenseagreement An Eterprise unlimited licensés
required to scan multiple websites

Additional licensesre required for separate installs onto different workstations

Enterprise Edition Unlimited Sites/Servers

The Enterprise edition license allows you to install one copy of Acunetix WVS on one caimiguaser

an unlimited number of sites or servers. The sites or servers must be owned by yourself (or your
company) and not by third parties. Acunetix Enterprise edition will leave a trail in the log files of the
scanned server and scanning of third party sites is prohiltiyethe licenseagreement Additional
licenses are required for separate installs ontdedtént workstations.
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Enterprise Edition Unlimited Sites/Servers x10 instances

The ONLY difference between the Enterprise Edition and the Enterprise Edition x10 instances is that this
edition of the Acunetix WVS Enterprise allows you to run up to 10 inssaoicAcunetix WVS on the
same computer. Therefore this edition gives you the ability to scan up to 10 websites simultaneously.

Consultant Edition

The Consultangédition license allows you to install one copy of Aetix on one computeto scan an
unlimited number of sites or servenscluding 3 party sitesprovided that you have obtained
permission from the respective site owners. This is the coedition to use if you are a consultant who
provides wé securitytesting services, hosting provider or I3Re consultant edition also includes the
capability of modifying the reports to include your own company logas edition does ndeave any
trail in the log fileof the scanned serveAdditional licenses arequired for separate installs onto
different workstations.

Consultant Edition x10 instances

The ONLY difference between the Consultant Edition and the Consultant Edition x10 instances is that
this edition of the Acunetix WVS Consultant allows you toupito 10 instances of Acunetix WVS on the
same computer. Therefore this edition gives you the ability to scan up to 10 websites simultaneously.
Limitations of Evaluation Edition

The evaluation version of W\{Slownloadable from the Acunetix websitgs practically identical to the
full version in functionality anteatures, but containthe following limiations:

Websites will be scanned only for Cross Site Scripting (XSS) vulnerabilities: only the
Acunetix test websites will be scanned for all types of vulnerabilities.

Only the default report can be generated and it cannot be printed or exported.
Scan Rasts cannot be saved.

If you decide to purchase Acunetix WVS, you will need tmstall the evaluation edition and install the
purchased editionwhich must be downloaded as a separate installer file.

Download the installer file and doubtdick to begirthe setup which willprompt you toremove the
evaluationversionand install the full edition. Ihsettingsdetected in the previously installed versiail
be retained.

Once the installation is complete you will ppmptedto enter the License key.
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2. Installing Acunetix WVS

SystemMinimum Requirements
Operating system: Microsoft Windows XP and later
CPUZ32 bit or 64 bit processor.
System memory: minimum dfGBRAM
Storage200MB of available harelisk space
MicrosoftInternet Exploref7 (or later) ¢ some components of IE are used by Acunetix.

Microsoft SQL Server / Microsoftccess; for optionaluseof the reportingdatabase

Installing Acunetix Vb VulnerabilityScanner

1. Download the latest vesion of Acunetix Web Vulnerability Scanner from the download location
provided to you when you purchased the license.

2. Double click the webvulnsc8rexe file to launch the Acunetix WVS installation wizard and click
Nextwhen prompted

3. Reviewand approve the Licensggreement

Select the folder location where Acunetix Web Vulnerability Scawiiebe installed Further
installoptions¢ such aghe Acunetix Firefox toolbaand desktopshortcutg can be enabled.

5. Click hstall to start the installation. Setup will now copy all files and install the necessary
Windows Service. Click Finish when ready.

Note: If using the evaluation edition, you will only be able to scan one of the Aruastiwebsites
http://testphp.vulnweb.com(built on PHP)
http://testasp.vulnweb.com(Built on ASP)
http://testaspnet.vulnweb.com(Built on ASP.NET)

Furthermore, you will not be able to save the scan resulien using the evaluation version.

Installing theAcuSensoAgent

NOTE: Installing the AcuSensor Agenpisonal.Acungi A E 2 +{ &aGAftf A& o06S5Sad Ay Of
scannerHowever, he AcuSensor Agent improvedection accuracynd vulnerabilityresults especially
when used for scanning PHP websites.

The uniqueAcunetix AcuSensor Technology ideatifmore vulnerabities than a traditional Web
Application Scanner wigigenerating less false positives. In addition, it indicates exactly where
vulnerabilities are detecteth your codeand alsareports debug information

To instalthe AcuSensoAgentthe file must firstbe generatecand then deplogdto the target server.

Generating the AcuSensor files
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AcuSenszor Deplopment
L From this node you can generate the files you need to deploy AcuSensor technology to a server

— Generate AcuSensor Installation Files

Password: | )

Output folder: |C: W=ers\Daniel\Documents\Acunetix WVS 8\AcuSensor),

[¥ Generate PHP AcuSensor
v Generate .NET Acusensor
[~ Copy password hash to dipboard

[~ Also set password in currently selected settings template

Use the below button to generate the files you need to deploy AcuSensor to a server,

Generate AcuSensor Installation Files

Screenshob ¢ AcuSensobDeployment settings node

s -

1. Navigateli 2 G KS W/ 2Apphicetdrgzli @M 3/ VA 4K Y BxplBer. Elick ot theS ¢ 2 2 € &
W Odz{f Sya2NJ 5SLX 28YSyiQ y2RS®
2. Entera password or click on the padlock icon to randomly generate a password unithe
AcuSensor file
3. Specify the path where you want the AcuSensor files to be generated.
Furthermore you can choode generate files for a PHP website, .NET website, or both by
ticking the options available. By default, an AcuSensor file will be generated for both PHP and
NET.

5. Click onGenerate AcuSensor Installation Filaad an explorer window will automatically ep
showingthe generated AcuSensor files.

Installing AcuSensor agent foNET

1. Locate the AcuSensmstallationfilesfor the websitewherethe AcuSensowill be injected
CopySetup.exeto the remote server hoshg the target website

2. Install Prerequisits: TheAcuSensor injectaapplication requires Microsoft .NET Framework
3.5.0n Windows 2008, youmuatsoA ya it f LL{ ¢ aSdlolFasS /2YLI GA
Turn Windows features On or Off > Roles > Web Server (lIS) > Management Tools > IIS 6
Mank 3SYSyd /2YLI GA0AfAGE B L L {ingofalaNET applicatios / 2 Y LI
running on server.
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[2) Acunetix Wvs NET AcuSensor Installer B3
.
mc (o4 V) netlx Acunetix WVS NET AcuSensor Installer
Installation details
Installation directory : |C:\Plogram Filez'dcunetizvbouS ensor nigctor =
|v Create shorteut on Desktop
[v Create shorteut on Start Menu (Programs folder)
[+ Start application after the installation is completed
Instal | Lancel |
=l
=

Screenshob ¢ Acunetix .NET AcuSensor Injector installation

1. DoubleclickSetup.exeto install Acunetix .NET AcuSensor and specify the installation path. The
application will start automatically once the installation is ready. If the application is not set to
start automatically, click oAcunetix .NET AcuSensor Technology Injedtom the program

group menu.

[&] Acunetix .NET AcuSensor Injector =] E3

Select the applications pou want to inject/uninject from the list bellow, Befresh |

E|D .:‘J acuforunm
- -7 acublog
S8 7 [ o cLiblog

H-FF=r (Ract)

T arget Runtime I.NET Framework, version 2.0 j Inject Selected | Uninject Selected |

Screenshot ¢ Acunetix .NET AcuSensor Technology Injector

2. Onstart-up, the Acunetix .NET AcuSensor Technology Injector will retrieve a list of .NET
applications installed on your server. Selettieth applications you would like to inject with
AcuSensor Technology and select the Framework version from the drop down @Glehkuon
Inject Selectedo inject the AcuSensor Technology code in the selected .NET applications. Once
files are injected, clasthe confirmation window and also the AcuSensor Technology Injector.

Note: The AcuSensdnjector will try to automatically detect the .NET framework version used to
develop the web application so you do not have to manually specify which frameworkn/emssoused
from the Target Runtime drop down menu

Installing AcuSensor agent faPHP
If your web application is written in PHP:

1. Locate the PHP AcuSensor file of the website you want to idstaensoon. Copy the
acu_phpaspect.phfiile to the remote wdserverhosting the web aplication. The AcuSensor
agent file should be ia locationwhere it can be accessed by the web server software. Acunetix
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AcuSensor Technology works on RidBsion5 or newer. Previous PHP versions are not
supported.

2. You can use one @ methods toactivate the sensorMethod 1 can be used to install the
AcuSensor on Apacloaly, and Method 2 can be used to install the AcuSensdoath Apache
and 11SBoth methods are explained below.

Method 1 Apache htaccess file

Create a .htaccess file in the website directory and add the following direptipe:value
I dzi 2 @ LINB U[pSty tR acF phpaSpectphp filed

Note:C2 NJ 2 A y R 2 geaisokdz® &y MK Y 84 LIS O G dLIK LIQ | Yy RIKLE MILJS/OV dbH IK dzi
path declaration formats. If Apache does not exechteccessiles, it must be configured to do so.

Refer to the following configuration guidettp://httpd.apache.org/docs/2.0/howto/htaccess.html. The

above directive can also be configured in titgpd.conffile.

Method 2:1IS and Apachehp.ini
1. [ 201 4GS GKS FAtS WLKdnshiogffinttiorz y G KS &ASNIISNJ 6& dzaA

2. Search for the directivauto_prepend_file and specify the path to the acu_phpaspect.php file.
If the directive does not exist, add it in the php.ifefl dzii 2 ¢ LINS L)Sashop FA € ST ¢
acu_phpaspect.php filg]

3. Save all changes and restart the web server for the above changes to take effect.

Tesing yourAcuSensoAgent
To test if Ac@ensor isnvorkingproperly onthe target website:
1. IntheTools Explorerb F @A I GS G2 W/ 2y FAIAdz2NI GA2y B {OFy {Si
node.
Enter the password of the AcuSensor agent file which was copi¢lde target website.

ClickTest AcuSensor installation on a Specific URIdialog wilprompt you to submitthe URL
of the target website where the AcuSensor Agent file is installed. Enter the desired URL and click
OK

Note: Each time the password is changed and AcuSensor Technology agent files are generated, the
AcuSensor Technology agent files on the servestrbe updated. In a .NET scenario, you mushject
the files and uninstall the Acunetix AcuSensor Injector from the target semdrthencopy the new
setup.exe on the target systefur it to be reinstalled. Reinject the files for .NETor overwrite the old
acu_phpaspect.phpvith the new onefor PHP

Disabling and uninstalling\cuSensor

To uninstall and disable the sensor:

AcuSensofor .NET

1. RuntheAcunetix .NET AcuSensor Technologgctor from the pogramgroup and select the
already injected code. Click dminject Selectedo remove the AcuSensor Technology code
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from the .NET applications. On success confirmation, close the confirmation window and the
Acunetix .NET AcuSensor Technology Injector.

2. Run wingall.exefrom i K S

F LILE AOF GA2Y Q&

Ayatrttlridrzy RANBOI

Note: If you uninstall the Acunetix .NET AcuSensor Technology Injector withénjeating the .NET
application, then the AcuSensor Technology code will not be removed from your .NET application.

AcuSensorfor PHP

1. Delete the directivetJK LIY @I f dzS

iKS oKil O0Saa

the php.ini file.

FALS

I dzi 2 YLINBLISY RY T A€ STdrno LI (0 K
Z2ZNJ TNRY
being used, delete the directivauto_prepend_fild' ¢ & LJI (i K

02
0KS WKGGLIR®PO2YTFTQ O2
G2 | Odzy @l 3 LISOG @

2. Delete the Acunetix AcuSensor TechnolB#iFfile; acu_phpaspect.php.

Note: Although the Acunetix AcuSensor Technology requires authentication, uninstadbve the
AcuSensor Technology cliere§ if they are ndonger in use.

Configuring an HTTP Prory SOCKS proXyerver

[2) Acunetix Web Vulnerability Scanner (Consultant Edition)

=10l x|
i Fle Actions Tools Configuration Help
3 NewSaan | [ (3 B 0@ |k B R 260
Toals Explarer 2| Template: [Default =l O X
] web Scanner .
@ w ¢ Scanning Options LAN Settings
1 Web Scanner |ﬂ Proxy settings for the scan
B+ Tools ]} Headers and Cookies
(3 site Cranl ]} Parameter Excusions
iy Target Finder GHDB [ HTTP Proxy
1, subdomain Scanner 3 cran " [¥ Use an HTTP proxy server
+-(3 Blind SQL Injector fawing options
5} HTTP Editor (3 File Extension Filters Fremene |192 168.0.1 Port Iﬁnﬁn‘
-4 HTTP Sniffer (3 Directory and File Filters
i HTTP Fuzzer 3 URL Rewrite Username: [acx obert
¢+ () Authentication Tester P——
[ Compare Resuts 4] HTTP Cptions Password: |
ElE7 Web Services ] LAN Settings
4| Web Services Scanner | (3 Custom Cookies [~ SOCKS Proxy
b4 Web Services Editor Qn Input Fields [ Use a SOCKS proxy server
=M= Configuration
* & Application Settings AcuSensor port [+15
14 scan Settings @ Portscanner
*/#] Scanning Profiles w4 Custom 404 j
EHEr General
- Program Updates
- {ia] Version Information Passiord:
3P Licensing
{-&] Support Center
L] Purchase
@] User Manual (himl)
1] User Manual (pdf)
< Acusensor
1) Settings changed! Click Apply to save changes. Cancel
‘Actvity Window
[Ready [ A

Screensho8 - LAN HTTP Proxy Settings

If your machine is located behind a proxy sertlee, AcunetixXProxy server settingsust be configured
for the scanner to connect to the target application

Navigateto the Configuration :ScarSettings> LAN Settings node to access the HTTP Proxy and SOCKS
proxy settings page shown in the above screenshot.

HTTP Proxgpettings

Use an HTTP proxy serverfick the check box tconfigureAcunetix WV$ usea HTTP

proxy server.

Hostname and Port Hostname (or IP address) and port number of the HTTP proxy server.
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Username and PasswordCredentials used to access the proxy. If no authentication is
required, leave these ofins empty.

SOCKS ProxXgettings

Use a SOCKS proxy servaiick the check box tconfigureAcunetix WV$ usea SOCKS
proxy server.

Hostname and Port Hostname (or IP address) and port number for the SOCKS proxy
server.

Protocol- Slect which SOCKS protocol to uBeth Socks v4 or v5 protocols are supported
by Acunetix WVS.

Username and Passwordlhe credentials used to access this prdkpo authentication is
required, leave these options empty.

Upgrading from WVS 7

Acunetix WVS 7 and WVS 8 can run in parallel on the same computer. Therefore you can install both
versions on the same computer without having any conflicts. Automatic importing of application
settings from version 7 to vsion 8 is not possible because of the major changes in application settings
between the two versions. Though you can copy the recorded login sequences and reporting database
from the version 7 to version 8 installations by following the instructions below

Copy recorded login sequences

1. Switch off both versions of Acunetix WVS.

2. bl @A 3 PhgraneFiled (x8@cunetixWeb Vulnerability Scanner
7\DataGeneral[ 2 3A Yy { SljdzSy 0Sa Qo

3. Copy all recorded login sequences (e.g. testphp.vulnweb.com_login.loginseq ) to
W fU¥ersPublid DocumentsAcunetix WVS\$ 2 AA y { S1ljdzSy 0Sa Qo

When you restart the Acunetix Web Vulnerability Scanner and navigate to Login Sequence Recorder, the
list of recorded login sequences would be populated with the new login sequences which weréeidnp
from version 7.

Migrate reporting database

1. Switch off both versions of Acunetix WVS.
2.52gyf2FR GKS W/ 2ip@forli 2 +{ 5FdGFo6l aSQ
http:/www.acunetix.com/download/tools/CavertWVSDatabase.zip

3. 9EGNI O GKS %Lt FAES YR Nizy W 2y@SNL 2 +£{ 51
4. | 2y FAIANB G(KS F2tt26Ay3 Ay GKS W 2y@SNI 2+{ 5
a. The type of the database fromthe drdp2 6y Y Sy dz W5 (Gl 6l asS GeLlSQ

(default) or SQL database.
b. Specifithe location of the version 7 reporting database. By default, the database is
f 2 O ( SARograny Filég (x86)\cunetiXWeb Vulnerability Scanner
7\Data5 F G 6 aSQa®
c. If you are converting an SQL database, enter the IP of the server and the credentials
usdl to access the SQL database.
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http://www.acunetix.com/download/tools/ConvertWVSDatabase.zip

d. Click Convert and wait until the conversion is complete. Once complete you will be

alerted.
x
— Databasze Support
d . Database tupe |MS Aocesz j
b . Specify the M5 Access databaze path,
Databaze: | EaNr=;
C.  Conwert | " Cancel

Screensho® ¢ Reporting Database migration tool

5. If you converted a SQL database, all you need to do is configure Acunetix WVS 8 with the new
connection details. If you converted a MS Access database, proceed with the below procedures.
6. Navigate toW kPYogram Files (x86)cunetiXWeb Vulnerability Scann@Data5 | (G 6 4 S Q

directory.
7.1 2L GKS TA{S WJdPrggianbaAtinatisAVVSHEatdRIo R @123 YO ¥

Once you launch Acunetix WVS 8, it will use the converted database which also includes all saved
reports from version 7.
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3. ScanningA Website

Introduction
The Scan Wizanglrovides a quick and easy way to configure and launch a new scan
NOTE: DO NOT SCAN A WEBSITE WITHOUT RPROPEHZAATION

The web server logs will show the scans and any attacks made by Acunetix WVS.dfnaiutes sole
administrator of the website please make sure to warn other administrators before performing a scan.
Some scans might cause a website to crestuiring a restart of the website.

Step 1:Select Target) to Scan

1. Click orFile > New > New Website Scan to start the Scan Wiaaotickthe New Scarbutton
onthe topleft hand of the Acunetix WM8enu bar

zl
| | Scan Type Scan Type
W Opt Select whether pou want to scan a single website or analyze the results of a previous crawl.
Targets
— Scan type
| Here pou can scan a gingle website. In cagze you want ta scan a single web application and nat the
% whole site you can enter the full path below. The application supports HT TP and HT TPS websites.
(* Scan single website
‘wiebsite IRL: | j
= If pou saved the site stiucture using the site crawler tool you can use the saved results here. The
(# zoan wil lnad this data from the file instead of crawling the site again
" Sean using zaved crawling results
Filename: j =
ful If pou want to scan a list of websites, use the Acunetis Scheduler.
Lis ‘You can access the scheduler interface by clicking the link below.
ccunetix hitp: /localhost 8181/

< Back | Mest = I Cancel

Screenshot0¢ Scan Wizard Select Schype
2. Specify the website(¢p be scanned. Thecan target options are:

Scan single websiteEnterthe URLof a target websitee.g. http://testphp.vulnweb.com

Scan using saved crawling resulisyou previously performed erawl on a websitgyou
canuse the saved results faunch a scan instead of having to crawl the website again.

Note: TheAcunetix WVS Schedulean be used to scan multipkeebsites at the same time
since it launches an instance of Acunetix WVS per siachitaneous scan. You can read
more about the Acunetix WVS schedulepage74 of this manual.

3. ClickNextto continue.
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Step 2 SpecifyScanning ProfileScan Setting$emplateand CrawlingOptions

x
Scan Type Options
M Options Adjust crawling/scanning options fram this page.
|
— Scanning options
Finish \9 Scanning profile will enable/dizable different tests [or group of testz| from the test database.
Scanning profile: | Default j
j Scanning settings allow you to adjust scanning behavior to the current scan(s).
Scan zettings: Default j Customize
[¥ Save scan results to database for report generation
i~ Crawling options
l}‘; These options will define the behaviour of the crawler for the curent scans. IF you want to modify
the general crawler behaviour, you should go to settings.
[ iAtter crawling let me choose the files to scari
[ Define list of URL's to be processed by crawler at start
. Filename: ‘ =
acunetix

< Back | Next» I Cancel |
Screenshotl ¢ Scanning Profile and Scan Settiteyaplate

Scanning Profile

TheScanning Profileill determine which tests are to Haunched againghe targetwebsite. For
example, if you only want to test your website(s) for SQL injection, selegirttfide sql_injection No
additional tests wl be performed.The Default scanning profile will test your website for any known
web vulnerability Refer to the'8canning Profilésection on pag&8 for more information on fow to
customizeor create scanning profiles

ScanSettingstemplate

The Scan Settings templatg!l determine whatCrawler HTTP protocohdvanced crawlingand
Scannesettings arego be used duringascaw.SF SNJ (2  K@&mpfeQ! i Sop falyeBg vy 3 &
for more information on how to customize or create new Scan Settamgplates

Save sanResults

If you want to automatically save the scan results to the reporting datatesesdyle theSave scan
results to the database for report generatioaption. You can read more about the Acunetix Reporter
from page37 of this user manual.

Crawling Options

Tick the optionAfter crawling let me choose which files to scainyou would like to select / deselect
files from the automatedvebsitesecurity scan, instead of scanning the whole website.

Tick the optiorDefine list of URLS to be processed by crawler at sthybu would likea specific URto
be crawled before any other
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Note: If the scan is being launched from a saved crawl rethdt5 ST A Yy S Aoptionwil Be | w[ & X
greyed out becausan automated scan will start immediately withdtiie crawl

Step 3:Confirm Targetand Technologies Detected

X
- Select Targets

Please wait until the scanning iz finished and then select the targets pou want ta scan from the list below.
For every target pou can enter details such as operating system, webserver, technology or change the base path.
By entering theze detailz you can reduce the scanning time:

List of targets

= \lestphp.vulnweh.com:ﬂl] =
Basze path !
Server banner Apache/2.0.55 (Ubuntu) mod_pythond3.1.4 Python/2.£
Target URL hitp://testphp. wulrweb, com 80/
Operating spstem Ui
‘WebServer Apache 2.1

= Optimize for following technologies
ASP
ASP.NET
FHP
Perl
Javall2EE
ColdFusiondlmin
Python
Fluby
mod_zzl
mad_per
mad_python
OpenS5L

acunetix Status : Done

=

00 _perl, i
O
|
|
O
O
|

< Back | Mext > I Cancel |

Screenshot2 ¢ Scan Wizard Selecting Targets and Technologies

Acunetix WVS wilutomatically fingerprinthe targetwebsite(s) fobasic detailsuchasii KS & SN S ND &
operating systemandweb server, web server technologieandcustom 404 error pagm use. If a

custom 404 erroipage is bang used, Acunetix WVS will automatically detect it and determine a pattern

for it, removing the need for manual configuratidfor more details on Custom 404 Error Pages refer to

page92 of this manual.

The web vulnerability scanner will optimize and reduce the scan time for the selected technologies by
reducingthe number of tests performedeg. Acunetix WVS will ntgunchliSsecurity checkagainsta
Linuxsystemrunning an Apache web server.

dick on the relevant field and changjge settings from the provided check b@s if you would like to
add or remove scans for specific technologies

Note: if a specific web technologg not listedunder Optimize for the following technologiesit does
not mean that it is unsupported by WVS, but tikaere are novulnerabilitytestsexclusive to that
technology

Step 4 Configure Login for&&sword Protected Areas
2 types of Logimechanisms are commonly used the web

HTTP Authentication This type of authentication is handled by the web server, where the
user is prompted with a password dialog.
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FormsAuthentication - This type of authentication is handled via a web f@mna not via
HTTP. The credentials are sent to the server for validation by a custom script.
x|

Login

Configure input/login details for password protected areas or HTML forms

B Login

Farms Authentication

L Finish 93 IF wour website requires foms authentication, you need to record the steps required to login on the
website. This will be zaved as a login sequence file and can be used later.

“Y'ou can also specify a section of the website which pou do nat want ta be crawled [for example

link = that will log pou out fiom the website]

Login sequence: | <no login sequences ﬂ

acunetix

< Back | Mest » Cancel

Screenshot3- Login Details Optian

Scanning a HTTP password protected area:

If you scan an HTTP password protected website, you will be automatically prompted to specify the
username and passwordnless they are predefinedcunetix WVS supports myle sets of HTTP

credential for the same target website. HTTP authentication credentials can be configured to be used for
a specific website / host, url or even for a specific file only. To specify HTTP authentication credentials:

1. Navigateto Configuratior> Application Settings > HTTP Authentication.
2./ tA01 2y UKS W!' RR ONBRSyYi(AlIfaQ odzidz2y o
x|

{E@\ WS ngeds to authenticate. Pleas_e enter your credentials below. )
EFR Credentials will be zaved and applied automatically to any path that is below the
‘}1]’ 5 path you have defined here. If the path iz a sub directory and not a file add the
L trailing slash.

Usemame: Irobert j
[al

Password: I

 Applies to

Host: Itestphp.vulnweb.com

Path: I.-"admin/] j

Ok I Cancel |

Screenshot4 ¢ HTTP Authentication
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3. 9yGSNI GKS | ASNYIYS yR tlFH&add62NR® Ly URKSg Wl 2400
0Sal0LKLIPGdzZE ysSodO2Yd LYy GKS Wt iKQ GSEG 02EX a
be used, e.g. protected. Do not specify a path if the credentialasgdsite wide.

HTTP authentication options

52y Qi Fail F2N | doalikSBy defadt] whéna targdt webhsterréqiires
HTTP authentication during a crawl and scan, a window will automatically pop up allowing
you to enter credentials. If this option is switched off, Acunetix WVS will continue crawling
and scanning the welis without authenticating, therefore protected website parts will

not be crawled and scanned.

Save new credentials to settingsWith this option enablednew credentials(and their
URL used during a scaare automatically saved in the Acunetix WVS seasettings for
future use.
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Scanning a form based password protected area:

1. ClickNew Login Sequena® launch the Login Sequence Recorder
—lotx

This wizard will guide you in creating a login sequence which the Crawler wil use to successfully log in to your web
application and craw! .

Please enter the application’s URL below:
session d

invali

=] @ theckurL

gin sequ
Please note that in order to record a successful login sequence, the wizard has to delete any cookies associated
with the website or web application you specified in the URL field above.

If you do not want that such cookies to be deleted, press "Cancel” to exit this wizard now.

The Login Seguence Recorder can also be used to configure the crawler to crawl a web application in a pre-defined
manner, such as a shopping cart. To configure the crawler to crawl a web application in a pre-defined manner, crawl the
web application in the second step of this wizard "Record Login Actions’ and do not configure “In-session’ details in the
fourth step of this wizard

Macunetix

Help Back | Next | Cancel

Screenshot5¢ Login Sequence Wizard

2. Enter the URL of the website fatich you would like to record a login sequence. By default the

URL of the target website is automatically populated. Qliektto proceed

Login Sequence Recorder i ] ]
n) & P http:10.172.0.127/acuart/login.ph E
start URL to define a Wole s 2O 5w an-ene =l

in sequence for & hitpi0.172.0.127iacuartfiogin.php |

HiETmrERs &> Click here to mark this page for manual intervention X

up restricted links: - =
ession d H T
acunetix | [
home |categories arlists | disclaimer | your carl | guesibook | AJAX Demo
search art = If you are already registered please enter your login information below:
o]
Browse categories Usemame : |acuart
Browse artists Password - [rmmmme
Your cart
[
. ]
Your profile
Our guestbook You can also signup here.
AJAX Demo
Links
Security art e

Fractal Explorer

Macunetix

Help Back | Next I Cancel |

Screenshot6 ¢ Login Sequence Recorder
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3. On the secongageof the wizad, browse thed S 6 & logind&y@ and submit the
authentication credentials in the login form in orderlag in Wait forthe pageto fully load,
indicating thatyou are logged in. Clidkex to proceed.

g [u]
L < = (2] http:410.172.0.127/, rt/artists. ph | B
e o 20w |

£ hitp10.172.0.127/acuart/artists. php |

cunetix [}

tegories | artists | disclaimer | your cart | guestbook = AJAX Demo Logout acuart

t Aws173
[

tegories

isis

comment on this artist

Blad3

comment on this artist

lyzae

comment on this artist

| -l_I
Macunetix

Help Back | Next | Cancel |

Screenshol7 ¢ Specify an excluded link

4. Oncelogged inyou also need to identify the logout link so the crawler igiibreit to prevent
endingl KS aSaairzyd Ly GKS W{SildzJ NBaldNAQiEtt®R f AYy]a
be ignored Ifthe logout link is not on the same page, click Pau® ' button in the top menu,
navigate to a page wheithe logout linkis found resume the session arllen click on the
logout link. CliciNextto proceed.

Screenshot8¢{ LISOAF& |y WLY aSaairz2yQ 2NJ Whdzi 27
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